What is Fraud?

ZURICH' zugcw
e Wikipedia
. . . In criminal law, a fraud is an intentional deception made for
Safgg_uar_dlng Your Financial Assets personal gain or to damage another individual; the related
& Mitigating Employee Fraud

adjective is fraudulent. The specific legal definition varies by
legal jurisdiction. Fraud is a crime and also a civil violation.

e American Heritage Dictional
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Why Employee Fraud is Difficult to 2 The Cost of Fraud (7
Quantify? ZURICH
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@ Not all fraud is discovered

2012 Certified Fraud Examiners Study on occupational fraud cases
estimated that fraud and abuse cost the global economy over $3.5
trillion annually.

e If discovered, not all fraud is reported
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Industries most commonly impacted by (7) Stats on Fraud (7)
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e Financial Service

e The average organization loses 5% of its total annual revenue to fraud

and abuse committed by employees
@ Government

@ Manufacturing

e The average scheme lasts 18 months

Zurich HelpPoint

Zurich HelpPoint



Types of Fraud
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@ Asset Misappropriation

e Corruption
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Corruption (7)
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@ Second most common & second most costly
— 39% of incidents
— Median loss ~$250,000

e Use of influence to sway a business/official transaction to obtain benefit
contrary to the individual's duty
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Financial Statement Fraud
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e Least likely (8%) — Most costly (median loss 1 million)

e Misrepresentation of financial statements including assets
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Asset Misappropriation (7]
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e Most frequent & least costly
— 80-90% of incidents
— Median loss ~$187,500

e Skimming, fraudulent billing, expense reimbursement fraud etc
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Conflict Of Interest (7)
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@ A situation in which an employee at any level has an undisclosed
economic or personal interest in a transaction that directly affects their
employer
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Fraud Most Common in Government..... (7)

e Asset Misappropriation

e Corruption
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Who Commits Fraud?

54% of Incidents in Canada committed by Employees age 31-45

Men account for 71% of the cases
— Median cost of Fraud by men 250K
— Median Cost of Fraud by Women 70K
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Detecting Fraud........

Government vs Industry Average
@ Tips 48% vs. 42%

e Internal Controls 8% vs 18%

e By Accident! 20% vs 17%
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What Can be Controlled

e Opportunity

@ Attitude

ZURICH

Zurich HelpPoint

What are the Red Flags..... (7]
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e Erratic Behaviour
@ Lives beyond ones means

e Financial Stresses
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What Must be in Place ..... (7)
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e Need

e Opportunity
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Eliminate the Opportunity.... (7)
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e Audits

e Internal Controls

e Job Rotation
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Internal controls & Responsibilities
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e No one person should be responsible for more than one internal control
responsibility

e Conduct spot checks and audits - Formal and informal

Internal Control Best practices (7]
ZURICH'

e Review management reports
@ Ask questions
e Note discrepancies
@ Ask Questions (again)

e Rotate duties
@ Avoid making any one person indispensable
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Create the Right Attitude (7)
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e Create a Culture of High Integrity

@ Train (and Verify)

Training & Education (7)
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e Do Employees know and understand your fraud policy?

@ Do they understand the definition of Fraud?

e Do they know how to report fraud?

Best practices
ZURICH

e Investigate all tips, complaints, reports

e Root Cause all occurrences, what happened, why, how was it detected,
why was it not detected earlier

e Update policies & procedures based on lessons learned
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Some examples....... (7)
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The Royal Canadian Mounted Police (RCMP) has laid criminal charges
against a former Correctional Service of Canada government employee.

> Police allege that the employee used his government credit card for his
personal purchases.

> Employee also made purchases from a company that had a standing

offer with the federal government, but were diverted for his personal use
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Hamilton, Ont. fires 29 city workers over
‘inappropriate behaviowr' acasations

ARSH AN BASCARAMERTY
The Glebor st Mind

Published Monday, Jan 26 2013, 17.48 PMEST
Lant spdated Tusday, Jun. 23 2013, 1059 AM EST

“Hamilton, Ontario March 2012 (7]
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> 15 month investigation

> Executive Director and Chief Financial Officer of Settlement and
Integration Services Organization (SISO) charged with fraud

> Police allege the men used the charitable organization as a vehicle to
defraud the federal government of millions of dollars
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“Building trust and confidence in our services is
critical to our collective work and we must be
diligent in doing our work in an ethical and
responsible way. This is an expectation that the
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> Investigation revealed a sophisticated series of schemes spanning
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Thank You
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